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Overview NIDEC

B This document is a tutorial for explaining how to connect FC6A
Plus to AWS IoT Core.

B What is IDEC FC6A Plus?

— FCO6A Plus is a Micro PLC with IoT features such as Web Server and
AWS Cloud Connectivity via MQTT.

B Product Family

— IDEC also have FC6A All-in-One as FC6A family. This series provides
basic PLC features.(FC6A Plus has additional |oT features.)

FCO6A Plus FC6A All-in-One

Copyright 2016 IDEC CORPORATION. All rights reserved.



Overview NIDEC

B FCOA Plus Features

— The FC6A Plus provides basic PLC function to control Machine

and Equipment. In addition, it has powerful communication
features.

— It supports the MQTT protocol to connect your
machine/equipment to AWS loT Core, and support other
communication protocols such as Modbus, EtherNet/IP,
BACnet.

Monitoring
& Control

Digital Input/output

Analog Input/output
MQTT AWS loT Core

Modbus, EtherNet/IP, BACnet

Custom Serial/Ethernet
Communication Protocol
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Example 1 - Publish NIDEC

- FC6A Plus CPU is configured as Publisher

- AWS loT Core console being used as Subscriber to
verify the communication

MQTT Broker

: Q}AWS [0}
= l' |
—_— |
E Publish Topic: 1 v MQTT BI’OkeI’
FCBA/Sunnyvale/Temp ¥ y
Value: D300

Sunnyvale, CA L
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AWS loT Core configuration



AWS |oT Core configuration NIDEC

1. Login AWS account
2. Click Services, search IoT Core, and select

Recently visited

3. In AWS loT Core, we'll configure 3 things
A. Create “Policies”

B. Define “Things” and Create “Certificates”
C. Confirm Endpoint (IP Address/Host Name)

Reference
If you don’t have AWS account, refer to the instructions at
https://docs.aws.amazon.com/iot/latest/developerquide/setting-up.html
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https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html

AWS loT Core configuration NIDEC

Create Policies

4. Under Secure, select Policies

AWS loT X

AWS loT Things

Monitor

Activity
» Onboard > -
\]“‘\‘O’
» Manage

=
4

5. Click Create a Policy

You don't have any policies yet

ings permission to ac

gs, MQTT topics, or thing shadows)
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AWS loT Core configuration

Create Policies

6. Configure the following parameters as followed:
— Name: any name (FC6A_MQTT)

— Action: iot:* Create a policy
Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn

- %
— Resource ARN:
more about loT policies go to the AWS loT Policies documentation page.

— Effect: Check Allow

Add statements

7 C I i C k C re ate Policy statements define the types of actions that can be performed by a resource. Advanced mode
L}

Action
iot:*

Resource ARN
NOTE — The examples in this document are
intended only for dev environments. All
devices in your fleet must have credentials Sffect
with privileges that authorize only intended 2

actions on specific resources. The specific
permission policies can vary for your use
case. ldentify the permission policies that m
best meet your business and security

requirements. For more information, refer to

Example policies and Security Best practices

-
J
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https://docs.aws.amazon.com/iot/latest/developerguide/example-iot-policies.html
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AWS loT Core configuration

Create Policies

8. Once policy Is created you can see and check by
clicking on the policies names

Policies Policy ARN

& policy ARN uniquely identifies this policy. Learn mare

Name

FCEA_MQTT Date created

December 10, 2020, 12:01:52 (UTC-0800)

Policy document

The palicy docurnent defines the privileges of the request. Learn more

Edit policy documeént

"Versien®: =2012-19-17",
=“Statement=: [
{
“Effact
"Ack
“Resource
}
1
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AWS loT Core configuration

Define Things
9. Under Manage, click Things

aﬂs Services ¥
AWS loT X

Monitor

Activity

» Onboard

¥ Manage
Things

Types

Thing groups

10.Click Register a Thing

You don't have any things yet

A thing is the representation of a device in the cloud.

11.Click Create a single thing

Creating AWS loT things

An 10T thing is a representation and record of your physical device in the cloud. Any physical
device needs a thing recerd in order to work with AWS IeT. Learn more.

Register a single AWS loT thing
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AWS loT Core configuration

Define Things

12.Give it a name and click Next

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

FC6A-D16_CPU

13.Under One-click certificate creation, click Create
Certificate

AWS loT > Things > Createthings > Add your device to the thing registry » Add certificate

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)
This will generate a certificate, public key, and private key using AWS loT's certificate

authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own. m
s _

Register your CA certificate and use your own certificates for one or many devices.
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AWS loT Core configuration

Define Things

14. Download and save the following 3 files

In order to connect a device, you need to download the following:

£Lert.pem Download @

A public key Jpublic key Download

A private key Jprivate. key Download k : ]

You also need to dn CA for AWS loT: h I k d I I k
A root CA for AWS lofDownload RI t IOLSE iC and se eCt Save in e

« RSA 2048 bit key| Amazon Root ra

A certificate for this
thing

Upen link in new tab

7 « RSA 4096 bit key: Amazon Root

Cpen link in new window

» [ECC 256 bit key: Amazon Root € open link in incognita window
» ECC 384 bit key: Amazon Root € oo jinkae..

Copy link address

These certificates are all cross-signe All ne

Core in the Asia Pacific (Mumbai) Ret  Inspect Ctrl+Shift=|

15. Click Activate

You also need to download a
A root CA for AWS loTDownlo
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AWS loT Core configuration NIDEC

Define Things
16. Click Attach a policy

-.--_________________________m

17.Check the “FC6A-D16_CPU" box and click Register
Thing

Add a policy for your thing




AWS loT Core configuration

Confirm Endpoint (IP Address/Host Name)
18. Click Settings

Software

Settings

Learn

Documentation [

19. Confirm the Endpoint

AWS ioT Settings

Settings

Custom endpoint

This is your custom endpoint that allows you to connect 1o AWS loT. Each of your Things has a REST API available at this endpoint.
This is also an important property to insert when using an MQTT client or the AWS 10T O )

Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.

Endpoint
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WIndLDR configuration

1. Launch WIindLDR version 8.17.00 or later
2. Under Configuration tab, click Ethernet Port 1
3. Under MQTT Settings, click Configure

= LUy e
5 Configure l

Access Control FTP Server Settings
Enable FTP Server

. Bl

ConfigureuseraccountstoaccessFI'PServer:| Configure
[T allow only secureconnes ction (SSL/TLS) to conne o

Calendar & Clock

(Ethernet Port 1

Ethernet Port 2

Connection Settings

BACnet/IP Settings
[E]] Enable BACnet/ P

MQTT Settil

Configure

Reference:

* For WindLDR software, refer to the following website.
https://us.idec.com/idec-us/en/USD/Software/WindL DR-PLC-Software/c/WindLDR

» If your software version is not greater than 8.17.00, update your software.
https://us.idec.com/idec-us/en/USD/Software-Downloads-Automation-Organizer
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https://us.idec.com/idec-us/en/USD/Software-Downloads-Automation-Organizer

WIndLDR configuration

4. Configure the following:
=  Check the box Enable MQTT
= Host Name = Endpoint in AWS loT Core

=  Check the box Secure connection (SSL/TLS)

Note: When this box is checked, Port Number switched to 8883. Make sure this Port
Number is open if the FC6A is connected to a company local area network behind a firewall

RACTT Seftings 7 =
|

MOTY Sattings Enable | Deeable AWS loT Settin
e i

Subsarbe Settings

HOTT Basic: Settings
Soecty with B mesary cand Custom endpoint
Broker This is your ¢t endpoint that allows you to connect 1o AW

rtant property to insert when using an MQT|

This is al o
I 1P x
Heast Mgem:= [ Your endpoint is provisioned and ready to use. You can now
) TP Ackdress:
= = Endpoint

Port humbes Lt
Keep il SO geg
Cliest ID: erate random 1D

When using Host Name, make sure DNS
Server are configured in WindLDR

AEhEIICRON i riduined to connct te Bk

DNS Settings
[ _7 Ui fecurs conssctian [RELMLEK ]
Rt Cortificie Mt imporad Impodt 4 @) Usethe following DNS server addresses:
Chers Cormificate st impn el Enpan Preferred DNS Server:
Fem— Alternate DNS Server:
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WIndLDR configuration

5. Click Import and locate the following files (efer o

steps 14-15 on page 9)
= Root Certificate
= Client Certificate
= Client Private Key

Usesecure connection (S5L/TLS)

Mame
El -certificate.pem ]
D -private.pem.key]

D AmazonRootCAl pem ]

Type

Security Certificate
KEY File

PEM File

Size

2 KB
2 KB
2 KB

[F‘.c:c:t Certificate: /ﬁ:u:?d/ v | import |] Detals || Delete |
[CIientCertificate: rd /m/p;rhed [ Import |] Detsis || Delete |
[CIientPrivateKE}': / Imported Import |] | Delete |
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WindLDR configuration NIDEC

6. Configure Connection Control and Status
registers

=  Connection Control: MQTT enable/disable connection bit
(M100)

= Connection Status: MQTT connection status registers (D100,
used two registers)

Connection Control: |MD 100 | |

Connection Status: |po100 |=|  (Doioo-Dotoy)

/. Click Publish

MOTT Settings

MQTT Settings Publish

[ |
Publish %

Subscribe




WIindLDR configuration NIDEC

8. Under topic, create a topic you want to publish
(example FC6A/Sunnyvale/Temp)

Payload Operation Mode Publish Contral Publish Status QoS | Retain | Occupied device address
yvale/ Temp ] Configure Rising Edge e |00
Configure Rising Edge e | 0T

9. Configure Publish Control and Status
= Publish Control: Enable topic bit (M200)
= Publish Status: Status registers (D200, used four registers)
Note: Make sure Retain is Unchecked

MOTT Settings ? X
MQTT Settings Publish
[Publish | 3
Subscribe —
Topic Payload Operation Mode Publish Control Publish Status QoS | Retain | Occupied device address
FCBA/Sunnyvale/Temp Configure Rising Edge E MD200 lzl L0200 lzl a - O J M0200, DO200 - DO203
Configure Rizing Edge oo
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WIindLDR configuration IDEC

10. Under Payload, click on Configure

Publish
x| |
Topic Payload Qperation Mode Publish Control Publish Status Qo5 | Retasin | Qccupied device address
FCBA/Sunnyvale/Temp Rising Edge MO200 ... | DO200 TR I MO200, DO200 - 00203
Configure Rising Edge S (I I
11.In the Payload dialog, click New Value
Payload X
MName Format Data Type

-——

Payload Size: 2 bytes (32768 bytes max.)
Number of IDs: 1 (800 max.)
Depth: 1 (10 max.)

| Mew Object || Mew Array v|[[ Mew Value | Edit Delete

M myween

[Cl| Append Timestamp
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WIndLDR configuration

12. Select Device and enter D300. Change the name to Temp

Edit X
Name: Temp
Data Type: |Word (W) |z||
Data (2 Fixed
(@) Device
D0o300 - | [(D0300)
| oK | Cancel

13. Click OK to complete

Payload >
ID MName Format Data Type
-——
Temp Value Word (W) 00300

14. Download project.
* Note:
« Make sure the PLC firmware version is greater than 1.80.
* The downloaded firmware version can be checked from “Monitor” -> “Status”.

 If the firmware version is old, download the firmware from “Online” -> “Download”
with “Download system software” option.
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AWS loT Core — Test NIDEC

Subscribe to Topic
1. In AWS IoT Core console, click Test

» Secure
» Defend

> Act

2. Under Subscription topic, enter the topic we
configured in WindLDR (FC6A/Sunnyvale/Temp)

Subscribe
Devices publish MOQTT messages on topics. You can use this client to subscribe to a topic and receive these messages.

Subscription topic

FCeA/Sunnyvale/Temp

3. Click Subscribe to topic

Subscription topic

FCeA/Sunnyvale/Temp Subscribe to topic |
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AWS loT Core — Test

WIindLDR monitor mode

4. Turn On M100 MQTT connection bit
5. Wait until D100 value is 4 (connected)

|...| D100
_—

7 MOTT_Publish_Test_121120_00 ? X
Wi Cloze Save
Device Device Address Manitor Type Device Range Current Value Preset Value Comment
M0 100 |.Z| MO100 BIM {B) 1 MQTT Connection Bit
D100 DEC (W) 0 i MQTT Connection Status

6. Turn On M200 MQTT topic bit. D200 returned a
value of 4 if successful

7 MQTT_Publish_Test_121120_00 ? *®
Write Close Save

Device Device Address Monitor Type Device Range Current Value Preset Value Comment

M0100 |: M0100 BIN {B) 0 1 MQTT Connection Bit

DO100 |: D0100 DEC (W) 0 4 MQTT Connection Status
B DEC (W) 0

M0 200 (.| Moz00 BIN () 0 i MQTT Topic Bit

00200 |T_.| 00200 DEC (W) 0 0 MQTT Topic Status
—

MO200 |.Z| MO200 EIN {5) 0 o MQTT Topic Bit

00200 |.Z| 00200 DEC (W) 0 MQTT Topic Status
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AWS loT Core — Test IDEC

Subscribe to Topic

7. The value in D300 will be seen iIn AWS console

7] MGTT_Publish_Test_121120_00 ? "
Write Close Save
Device Device Address Monitor Type Device Range Current Value Preset Value Comment ~
M0100 |£| M0100 BIN (B) 0 1 MQTT Connection Bit
Do100 [-|| D0 100 DEC (W) 0 4 MQTT Connection Status
[-] DEC (W) 0
M0200 |£| M0200 BIN (B) 0 0 MQTT Topic Bit
00200 |:| 00200 DEC (W) 0 4 MQTT Topic Status
(] DEC (W) 0
D0300 |£| D300 DEC (W) 0 75 Sunnyvale Temp

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a2 QoS of 0.

FCBA/Sunnyvale/Temp

I FCBA/Sunnyvale/Temp x

FC6A/Sunnyvale/Temp December 15, 2020, 15:21:30 (UTC-0800)

{

"Temp™: 75,

"timestamp”: 15791556388
}
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Example 2 - Subscribe VIDEC

- One FC6A Plus CPU is configured as Publisher

- A second FC6A Plus CPU is configured as Subscriber

MQTT Client

4> AWS loT

MQTT Broker
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Do

Subscribe to Topic

1. AWS loT Core
» Repeat step 1-19 on page 4-12

2. WIindLDR
» Repeat step 1-6 on page 14-17

3. Click Subscribe and enter the following:
= Topic: FC6A/Sunnyvale/Temp

» Subscribe Control: Enable bit (M200, used two bits)
= Subscribe Status: Status registers (D200, used four registers)

MOTT Settings ? x

=




Subscribe

Subscribe to Topic

4. Under Payload, click Configure

MOTT Settings ? =
MQTT Settings Subscribe
Publish
plt s
Subscribe
Topic Payload Subscribe Control Subscribe Status QoS5 Auto ON | Occupied device address
FCBA/Sunnyvale/Temp 0200 ... | DO200 [ 2 O MO200 - M0201, DO200 - DO203
Configure e 00T

5. In the Payload dialog, click New Value

Payload oy

MName Format Data Type

O O T N R

Payload Size: 2 bytes (32768 bytes max.)
Mumber of IDs: 1 (800 max.)

Depth: 1 (10 max.)

| Mew Object || Mew Array -

((— )

MewValue | Edit

[£] Append Timestamp
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Do

Subscribe to Topic
/. Enter Name (Temp) and Data (D400)

Edit *
Name: Temp
Data Type: |W0rd (W) E“
-
Data [ |DD4[JD - | (D0400)
J
| 0K ‘ | Cancel

8. Click OK

Payload b4

I  Mame Format Data Type Data
1 = {root) Object (1)

9. Download project.
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Subscribe

MOTT_Publish_Test_121120.pjw - WindLDR

i Status

' | ™ custom + 2/l PID Manitor

T Maintenance « atch « Communication Monitor

Once M200 turned ON, whatever the topic
FC6A/Sunnyvale/Temp and Payload value in -
register D300 will be sent to the Broker 10 Module

Analog 110 Module

MOTT_Subscribe_Test_121120.pjw - WindLDR

- | 8 HMIModule
, Custom Monitors
, Device Data
, Programs

-\ UserWebPage

- 4% Web PageEditor

i Status

PID Module
! Maintenance -

b

Communication Medule

HMI Module

nitol : Simu

Expansion Interface Module

Tag Editor %1 Module Configuration
-l 5 ; _ Digital Input Moduls
fite ! - ° .
Write Close Save blee Currentt (5V): Oma/ 1070mA Digital Output Medule
- 8y || Device Device Address Monitor Type Device Range Current Value Preset Value Comment N ble Current (24V): OmA / 350mA = Digital Mixed I'0 Module
-l mo100 |L_.| M0100 BIN (B) 0 1 MQTT Connection Bit | Lateral Dimension (Nodel): Approximately 70.0mm - Analog 10 Module
00100 | /| Do100 DEC (W) 0 4 MQTT Connection ... -~
[ DEC (W) 0 PID Module
MO200 [ Moz00 BIN () 0
D200 | /| Do200 DEC (W) 0
[=] DEC (W) 0
D300 .| Doaoo DEC (W, 1
= e : With M200 turned ON, the payload sent from the
= 0 . . 5 q b
I publisher will be stored in register D400 ’
Device Ll =
M0100 |T_.| M0100 1 MQTT Connection Bit L
00100 |£| 00100 4 MQTT Connection ...
..... |:| DEC (W)
M0200 |£| M0200 BIN (B) MQTT Topic Bit
D0200 |£| D0200 DEC (W) MQTT Topic Status
[ DEC (W)
D0400 |£| D0400 DEC (W)
[ DEC (W) 0 v
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Troubleshooting

Error Code and Detalls

B If the FC6A Plus cannot connect to AWS, Check “MQTT connection
status registers”. (In this tutorial, D100 is set as status register)

Status Register Device Address + 0 (D100) Status Register Device Address + 1 (D101)

0 (0x0000) Initial status (disconnected) 1 (0x0001) ;Pgad Srignnentotiilﬂﬁriz gfg?ﬂg?gﬁ,so?& t;rrglgir:l ;nd the Plus CPU
2 (0x0002) Connecting
4 (0x0004) Connected 2 (0x0002) Z\I:ﬁgntt?faﬁgr? (i:rl:%\r,\rlrl::\tglr? vr\?:smncgty dcoe\l/:/ilggzzla l#J(;(rrzstt?gIQ;(I:D'[er?{emory
8 (0x0008) Disconnecting card or reading the downloaded authentication information failed
16 (0x0010) Connection processing error 16 (0x0010) An unknown packet was received
32 (0x0020) Disconnection processing error 32 (0x0020) An invalid MQTT packet was received

64 (0x0040) Keep alive timeout error

80 (0x0050) Packet could not arrive at destination host

96 (0x0060) MQTT packet receive timeout error

112 (0x0070) TLS error

256 (0x0100) Broker connection refused (unacceptable MQTT protocol version)

512 (0x0200) Broker connection refused (invalid client ID)

768 (0x0300) Broker connection refused (broker unavailable)

1024 (0x0400) Broker connection refused (invalid account name or password)

1280 (0x0500) Broker connection refused (not authorized)
32768 (0x8000) Broker response error
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